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CYBER ATTACKS....A REALITY!

INCREASE IN CYBER ATTACKS & CRIMES
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RANSOMWARE ATTACKS A5% . DISTRIBUTED DENIAL OF SERVICE ATTACKS

Ransomware attack are very devastating as they
can be targeted to individuals, corporates even
the state or governments

DDOS attacks are getting more harder to defend
against due to rapid increase in attack speed of

ORGANIZATIONS up to 1Gbps
UNDER THREAT DUE TO
CYBERTRIMES

It takes companies an

average of 147 days to ADVANCED PERSISTANT THREATS (APT),

detect a hacker who has 229%
breached their perimeter and (O 1Q_E_NTII_Y_T[_1_E_E-[ _&_ l_QT' __________________ °

is actively attacking internal APT, malicious software, spyware and the likes
systems* are still a threat, but hackers seem seem to be in

this lucrative business

& Up

37%
$3 10 B 2015 ~ INCREASE G
50%
Cyber attacks cost businesses globally billions annually. It is 2016 ~ INCREASE G
projected to reach USD 2 trillion by 2020 based on the past, 70%
rapid rise of attacks, sophistication and larger attack surface. 2017 ~ INCREASE D
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CHALLENGES OF CURRENT & FUTURE TECHNOLOGIES
4™ INDUSTRIAL REVOLUTION ERA
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ARTIFICIAL INTELLIGENCE(AI) CLOUD COMPUTING BITCOINS

...Greater exposure for hacking...

...Enhances the ability to hack.... ...Relatively easy to exploit....

MOBILITY MACHINE-2-MACHINE LEARNING INTERNET OF THINGS(IoT)

...Enhances the ability to hack... ...Exploit machine lead to exploiting other machines.... ...Hack one device lead to hack all devices....




SOC/SIEM - Around The Clock Monitoring
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implementation of SOCISIEM 24x7x365 network monitoring CYBER SECURITY PREDICTIONS
Increased Ransomware Attacks 201 9 AN D BEYON D coee

Due to the success rate, easy to infect and its
disastrous effect on the hardware ransom attacks has
increased common

Attacks powered by Artificial Intelligence(Al)

Al driven cyber attacks well orchestrated and master-minded
using sophisticated threat intelligence methods to achieve
greater success in attacking

General Data Protection Regulation(GDPR)
CYBER SECURITY European Union based data protection act to regulate the

PREDICTIONS & handling of personal data to result in punitive heavy fines

for non-compliance
TRENDS 2019

AND Advanced System For Digital Investigation
BEYOND... To succeed in combating sophisticated Al cyber attacks
and crimes Advanced System for digital investigation will
be developed

The Rise of National Level Attacks
Foreign Nation engaging in hacking systems of other
nations for spying and espionage

. Cyber Attacks will Increase Exponentially in The
Internet Of Things(loT) .
Internet based connectedness of things will increase data Future As We embrace New Technologies...

breaches as a hack of a device can affect in other devices in the
eco-system



WHY CYBERSECURITY?

AFTER EFFECT OF A CYBER ATTACK

REPUTATIONAL RISK

ORGANIZATION
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WHO WE ARE

IT Governance &

Cyber Security o o
Risk Consultants

Professionals

) 3IT

CYBE

Digital Forensic
Incident Response

Professionals e V
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SOC/SIEM &
Threat Analysts



WE ARE INTERNATIONAL

VISION

Strive to be the IT business partner
of choice that offers the best
tailored information security

solutions and services.

MISSION

Provide enterprise cyber security
services and solutions across
computer networks, software

architecture, and infrastructure
platforms.
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EMEA

We have a strong presence in multiple African regions
including Zimbabwe, Malawi, Tanzania, Mauritius and our
headquarters in South Africa.

Our offices in the United Kingdom unlocks the European
markets and the massive western market, the U.S.A.

APAC, APJ, ANZ
We are currently in the process of expanding to the APAC,
APJ & the ANZ regions through strategic partnerships and
collaborations.

This in-turn enable us to exchange team knowledge to
upgrade and enhance our cyber security services globally.

INTENT

Strategically be the best in provision
of world-class cyber security
solutions in the regions we operate.



%) ABC BANKING
CORPORATION

SOME OF OUR CLIENTS
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of south africa
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N.L.S.T CYBER SECURITY FRAMEWORK

BITCRACK CYBER SECURITY ALIGNMENT

BITCRACK CYBER SECURITY STACK & OFFERING

Vulnerability & Cyber Security Threatbox Online Incident Response & Digital Forensics &
Penetration Testing Training Detection Technlogy Mitigation Strategy Communication
Cyber Security Data Protection Security Continuous Incident Analysis & Disaster Recovery
Governance Frameworks Online Monitoring Threat Intelligence Plan & Correction
NSV EREE ) hvsical . Anomalies & Event Communication Research &
Strategy e ey Management Development
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Asset Discovery
Know who and what is connected to
your network at all times

)

Vulnerability Assessment
Know where the vulnerabilities and threats are
on your assets to avoid compromise

Intrusion Detection
Know when suspicious activities happen in
your environment

SIEM

Endpoint Detection & Response
Continuously monitor your endpoints in the
cloud and on premises to detect threats and
changes to critical files.

AROUND THE
CLOCK
MONITORING

Behavioral Monitoring
» " Identify suspicious behavior and potentially
compromised systems
SIEM & Log Management
Correlate and analyze security event data from
across your network and respond

Security & Compliance Reporting
Pre-built, customizable reports for regulation
standards and compliance frameworks

SECURITY OPERATION CENTRE

SECURITY INCIDENTS AND EVENTS MANAGEMENT

A Unified Security Platform for Threat Detection,
Incident Response & Compliance



Penetration Testing

A‘Vfi Know if your computer network is I d e n II.ify & P rollle CII.

penetrable and exploited by a hacker
Cyber Security Professional

Digital Forensic and Password Audit Services H
6% Know who and how hacker got into network through Sel‘VICeS
digital analysis and how weak end-user passwords are

Cyber Security Training Services
ﬂﬂm Know how to ethically hack and remediate a system
and the awareness of cybersecurity essentials

CYBERSECURITY, Social Engineering Services

PROFESSIONA g Know and test how weak end-users of network in

SERVICES disclosing their user-names and passwords to others
through social means

End-to-End

Cyber security /g Architectural Advisory Services & Compliance
solutions ‘@l Know if network architecture and design is aligned to the
cybersecurity best standards and practice e.g. GDPR

Governance & Strategy Development services A Unified Security Platform for Threat Detection,

Know if your cybersecurity governance structures, Incident Response & Compliance
strategies and policies are in place and aligned to the

organization



WHAT IS A THREATBOX®?

THREATBOX® is a threat intelligence tool purpose-built to
detect, identify and report online cyber attackers or hackers in a network
environment through using deception technology.

The Threatbox® mimics and simulates the ‘look and feel’ and the
characteristics of a real information system to “deceive” a Hacker to attack
it instead of the real information system thereby protecting the system.



Threatbox® mimics any application system - Financial,
Manufacturing, Network, Security & Peripheral devices by
using Deception Technology in order to attract/catch hacker
on the corporate network

& Threatbox® integrate to HPfeeds, Splunk, FireEye, Ark Site
and many more; Doesn’t store data, report or query on your
network; Sends pre-emptive alerts via SMS, Email, Phone

THREATBOX

DECEPTION
TECHNOLOGY Threatbox® uses deception technology to protect “real”
DEVICE systems, Report new 0-day attacks; Can detect, identify
and report on-line

Records and send alerts of the full hack performed
Detect

|dentify
Quick Return On Investment, Proactive/Effective in
catching hackers from onset; Efficient online reporting

Report
tool, No network burden/overheads cost

Hackers

* Ready-to-plug, Minimum maintenance, license driven
product, Easy to install and configure. Can be
installed as virtual or physical machine

(&) ThreatBox @
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How Threatbox® Works
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FREQUENTLY ASKED QUESTIONS
ABOUT A THREATBOX?

Is a Threatbox® a Honeypot?

 Threatbox® is NOT a Honeypot but can be described as a cousin because they all fall under the deception technology category in
cyber security. The different is ThreatBox® operates on a different level i.e. a bespoke loT devices and web applications level.

Can Hackers Detect ThreatBox®?

 Threatbox® configures itself to be very hard to detect by hackers or attackers as it employs various means of hiding its true identity.

What Happens if My ThreatBox is Hacked?

 Nothing Happens. Threatbox® is meant to be hacked to protect your real systems because it never contains your production or
critical information

Is My ThreatBox® secure?

* As a ThreatBox® is only a deceptive detection platform, it does not have sensitive data even if an attacker could gain access to the
underlying system. On a hardware level, BITCRACK have independently assessed the hardware to ensure the platform is secure and
is not introducing supplier-injected risks on a chip/system level.

...We Already Have a SIEM/Firewall/IPS/IDS etc.

* No Problem. Threatbox® is not designed to replace these technologies, it complements them. When an external attacker bypasses
these technologies Threatbox is an added cyber security layer that will make the life of a Hacker more complicated. Threatbox® also
output its alert data via major Security Monitoring & Event Management Systems Alien Vault, Splunk, Arch Sight, FireEye etc




SIGN AN NDA

Assurance of non-disclosure
Of sensitive corporate
information

NEXT STEPS

NEGOTIATE & SIGNOFF REPORT PRESENTATION
We make sure cyber security investments A detailed and actionable report for executives and
do not hurt the business but empower technical staff with findings and remediation.
them.

CONFIRM SCOPE CONDUCT ASSESSMENT ONGOING MONITORING
Enterprise NBS Bank Network Conduct an internal and external Around the clock 24x7x365 monitoring,
vulnerability Assessment & Penetration support and remediation
Testing.
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